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Supplier Terms and Conditions of Purchase

These Supplier Terms and Conditions of Purchase (these “Terms and Conditions”) apply to the
purchase of all goods and/or services by Averna Technologies, Inc. (including subsidiaries,
assignees and successors) (collectively, “Averna”) from Supplier, as detailed in the applicable
Purchase Order. These Terms and Conditions apply to the Purchase Order to the exclusion of
any other terms that the Supplier seeks to impose or incorporate, or which are implied by trade,
custom, practice or course of dealing. These Terms and Conditions, combined with the
Purchase Order, shall enter into effect upon Supplier’s acceptance or deemed acceptance,
where applicable, of a Purchase Order issued by Averna.

All capitalized terms not otherwise defined herein shall have the meaning given in Appendix A.

1. Onboarding and Supplier Code of Conduct. Supplier is required to complete Averna’s
supplier onboarding process, including execution of Averna’s Supplier Code of Conduct by
an authorized representative. Supplier acknowledges and agrees that compliance with
Averna’s Supplier Code of Conduct, as may be updated from time to time and made
available to Supplier, constitutes a material obligation under this Agreement, whether or
not the Supplier Code of Conduct has been separately executed by Supplier. At all times,
Supplier shall implement appropriate measures to ensure compliance with the principles
set out in the Supplier Code of Conduct within its own operations and, where applicable,
throughout its supply chain.

2. Acceptance; Entire Agreement. This Purchase Order, including these terms and conditions
(together, this “Order”), constitutes Averna’s offer to purchase from Supplier products,
parts, components, or materials, including tangible goods and software (collectively
“Goods”), or services, including, without limitation, technical assistance, maintenance,
consultation, and software as a service (“Services”). AVERNA EXPRESSLY OBJECTS TO AND
EXPRESSLY REJECTS ANY PROVISIONS ADDITIONAL TO OR DIFFERENT THAN THE TERMS
HEREOF THAT MAY APPEAR IN SELLER’'S QUOTATION, ACKNOWLEDGMENT,
CONFIRMATION, INVOICE OR IN ANY OTHER PRIOR OR LATER COMMUNICATION FROM
SUPPLIER TO AVERNA UNLESS SUCH PROVISION IS EXPRESSLY AGREED TO BY AVERNA IN
WRITING SIGNED BY AVERNA. Supplier is deemed to have accepted the Order if Supplier
does not reject the Order in writing within twenty-four (24) hours of receiving it. Supplier
agrees that this Order comprises the entire agreement between the parties with respect

NORTH AMERICA = EUROPE = ASIA
Belgium = Canada m China m Czech Republic m Germany = India = Japan = Mexico = Poland = United States = Vietnam


chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/1771501.fs1.hubspotusercontent-na1.net/hubfs/1771501/PDF/z.other/Supplier%20Code%20of%20Conduct%20%E2%80%93%20Averna%20Technologies%20English.pdf

to the Order, and supersede all prior or contemporaneous understandings, agreements,
negotiations, representations and warranties, and communications, both written and oral.
In the event of a conflict or inconsistency between the Purchase Order and these Terms
and Conditions, these Terms and Conditions shall prevail. These Terms and Conditions
prevail over any other terms and conditions of purchase or sale regardless of whether,
when, or how such terms and conditions are presented.

Delivery of Goods and Services. Supplier shall ensure that the Goods and/or Services are
delivered in the quantities, on the date(s) and at the location specified by Averna. Time and
rate of delivery of the Goods and/or Services are and shall remain of the essence. No acts
of Averna, including without limitation, modifications to a Purchase Order or these Terms
and Conditions, or acceptance of late deliveries shall constitute a waiver of this term.
Supplier may not make any changes to the delivery schedule, including shipments made in
advance of delivery dates, without the prior written approval of Averna. Supplier shall
promptly notify Averna as soon as it becomes aware of any delay or potential delay in
delivery, including due to supply constraints. If Supplier does not, or reasonably indicates
by statements or actions of its employees that it will not deliver and install the Goods
and/or Services in accordance with these Terms and Conditions or the Purchase Order,
Averna may, at its option, exercise any or all of the following options: (i) require Supplier
to deliver the work in progress using priority freight delivery (with all incremental freight
charges at Supplier’s expense) and provide Averna with all relevant design, drawings,
software, documentation and anything else required for Averna to complete the Goods
and/or Services at Supplier’s sole cost; (ii) purchase and install substitute goods from a
third party and hold Supplier accountable for the difference in price paid for substitute
Goods and/or Services, as well as all amounts paid for shipping, insurance, handling,
installation and any taxes or duties; and (iii) all other remedies provided at law, in equity,
or under these Terms and Conditions. If the Goods purchased by Averna include software,
whether off the shelf or custom developed, Supplier shall provide Averna with a list of
all open-source software that is used. Supplier shall indemnify Averna against any losses,
claims, damages, and costs attributable to Supplier's failure to meet the delivery date.

Inspection; Acceptance and Rejection. All Goods and/or Services are subject to inspection
and testing by Averna. Averna may reject all or any portion of the Goods and/or Services if
it determines the Goods and/or Services are nonconforming or defective. Goods and/or
Services found to be defective upon Averna’s inspection are to be returned at Supplier’s
expense. Payment for any Goods and/or Services shall not be deemed acceptance. If
Averna rejects any portion of the Goods and/or Services, Averna has the right, at the option
of Averna and without limiting any other rights or remedies which may be available to
Averna at law or in equity, to: (a) rescind the Purchase Order in its entirety and obtain a
full refund for the Goods and/or Services by Supplier; (b) accept the Goods and/or Services
at a reasonably reduced price; (c) proceed with the repair or replacement of the Goods
and/or Services by a third party at Supplier's expense; or (d) reject the Goods and/or
Services and require prompt repair or replacement of the rejected Goods and/or Services.
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If Averna requires repair or replacement of the Goods and/or Services, Supplier shall, at its
expense, promptly repair and replace such Goods and/or Services and pay for all related
expenses, including without limitation labor and materials applied to or used on the
nonconforming or defective Goods, inspection, sorting, removal, and transportation
charges for the return of defective Goods and the delivery of repaired or replacement
Goods and/or Services. If Supplier fails to timely deliver replacement Goods and/or
Services, Averna may replace them with Goods and/or Services from a third party and
charge Supplier the cost thereof and terminate this Purchase Order for cause. Any
inspection or other action by Averna under this section shall not reduce or otherwise affect
Supplier's obligations under the Purchase Order, and Averna shall have the right to conduct
further inspections after Supplier has carried out its remedial actions.

Packaging and Shipping Instructions. Unless the parties specifically agree to the contrary in
writing, Supplier is responsible for shipping, including related costs and logistics, as well as
duties and other custom charges, to the delivery location indicated in the Purchase Order.
Goods must be properly packed and labeled in accordance with Applicable Laws and
standards. Supplier shall use suitable containers to permit safe transportation and
handling, with each container and its associated packing sheets labeled and marked to
identify the contents without opening. All electrostatic discharge sensitive devices shall be
packaged and handled to preclude damage by electrostatic discharge. Packaging shall be
properly and clearly marked to indicate contents are subject to electrostatic damage.
Supplier assumes all freight costs, fines, and fees caused by its noncompliance with the
Purchase Order and Averna’s written instructions.

Price and Payment Terms. Supplier must ensure that invoices are issued to the Averna
entity on the Purchase Order. No increase in the price is effective without the prior written
consent of Averna. Averna will pay undisputed invoices, in the currency specified in the
Purchase Order, sixty (60) days after the date of receipt. Unless the parties specifically
agree to the contrary in writing, the prices for the Goods and/or Services include all
packaging, delivery, transportation and importation costs, customs duties and fees, and
applicable taxes, including, without limitation, VAT. Averna may set off or deduct from any
amount due and owing by it to the Supplier any amounts or compensation which Averna,
in good faith, believes are due and owing by the Supplier to Averna.

Title and Risk of Loss. Supplier assumes all risk of loss or damage to the Goods until receipt
and acceptance of the Goods by Averna at the delivery location specified in the Purchase
Order. Title shall pass to Averna upon acceptance.

Warranties. Upon acceptance of Averna’s Purchase Order, Supplier represents and
warrants that for a period of twenty-four (24) months from the delivery date, the Goods
will: (i) be free from any defects in workmanship, material and design; (ii) strictly conform
to the applicable specifications; (iii) be of merchantable quality and fit for their intended
purpose; (iv) be newly manufactured; (v) be free and clear of all liens, security interests, or
other encumbrances; (vi) not infringe or misappropriate any third party’s intellectual
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10.

11.

property rights; and (vii) be compliant with all Applicable Laws and standards. Supplier
warrants that it shall perform the services using personnel of required skill, experience,
and qualifications and in a professional and workmanlike manner in accordance with
generally recognized industry standards for similar services and shall devote adequate
resources to meet its obligations under these Terms and Conditions or the Purchase Order.
These warranties shall survive delivery, inspection, acceptance, or payment of or for the
Goods and/or Services. Supplier assigns and passes through to Averna any third-party
manufacturers and licensors’ warranties and indemnities for the Goods and/or Services.
Supplier acknowledges and agrees that Averna may pass on to the ultimate buyer of the
Goods and/or Services the warranty provided for herein. The warranties set forth in this
section are cumulative and in addition to any other warranty provided by law or equity.
Any applicable statute of limitations runs from the date of Averna’s discovery of the
noncompliance with the foregoing warranties.

Indemnification. Supplier shall indemnify and hold harmless Averna, its affiliates, and their
respective directors, officers, employees, agents, representatives, shareholders,
customers, successors, and permitted assigns (collectively, the "Indemnified Parties") from
and against all losses, damages, liability, actions, judgments, costs, and expenses
(including, but not limited to, reasonable attorneys’ and other professional fees and other
expenses of litigation) suffered, incurred or sustained by, or asserted against, Indemnified
Parties based upon or relating to: (i) any inaccuracy or misrepresentation made by Supplier;
(ii) a breach of warranty or any terms of the purchase order, or non-fulfilment of any of the
covenants to be performed by Supplier pursuant to these Terms and Conditions; (iii) any
infringement or alleged infringement by the Goods and/or Services of a third party’s
intellectual property rights; (iv) the negligence or willful misconduct of Supplier or its
employees or contractors; (v) personal injury, including death, or property damage
sustained by a third party resulting from or arising out of an act or omission of Supplier or
its employees or contractors in fulfillment of these Terms and Conditions or the Purchase
Order or (v) any failure by Supplier to comply with any Applicable Laws or Averna codes
and/or policies, in the performance of its obligations under these Terms and Conditions.

Insurance. Supplier must have in place sufficient insurance policies to cover its potential
liability under these Terms and Conditions including but not limited to all risk and product
liability insurance and professional liability insurance. Any claims-made coverage must
continue for a minimum of two (2) years after the Goods are delivered and accepted under
these Terms and Conditions. Upon request, Supplier will provide Averna with evidence of
the adequacy of such insurances. If Supplier fails to maintain insurance required by this
section or to furnish evidence of the adequacy of said insurance, Averna may terminate
these Terms and Conditions for cause.

Intellectual Property. All molds, dies, jigs and other hardware as well as drawings, design,
materials, data, equipment, software programs, source codes or other intellectual property
that Averna furnishes and/or consigns to Supplier or pays for shall (a) remain the property
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13.

14.

of Averna; (b) be used only for making the Goods or performing the Services for Averna;
(d) be plainly marked or otherwise adequately identified by Supplier as Averna’s property
and be safely stored separate and apart from Supplier's property; (d) be insured by Supplier
at replacement value against all risks with loss payable to Averna; and (e) shall be returned
to Averna in the same condition as originally received or manufactured, reasonable wear
and tear excepted. The disposition of same, other than a return to Averna, is to be made
only on written instructions of Averna.

Confidential Information. Supplier undertakes for itself, its employees, contractors and
subcontractors, not to, at any time either during these Terms and Conditions or after
termination of these Terms and Conditions, either directly or indirectly, without prior
written consent of Averna: (a) disclose or permit the disclosure of, the Confidential
Information to any person other than required to fulfill the purchase order of Averna; or
(b) use or permit the use of the Confidential Information to compete with Averna, orin any
manner which may injure or cause loss to Averna or its customers. Supplier acknowledges
that in the event of unauthorized disclosure by Supplier or its employees, Averna may seek
appropriate equitable or injunctive relief in addition to whatever other remedies it might
have at law.

License. To the extent drawings and specifications are furnished by Averna, all the Goods
and/or Services ordered are to be manufactured or supplied strictly in accordance with
such drawings and specifications. Supplier shall hold Averna, its customers and users of its
Goods and/or Services, harmless from liability or suit of any nature, including costs and
expenses, arising from the manufacture, use or sale of any invention in the articles ordered
except to the extent that any such liability or suit shall have arisen because of Supplier’s
manufacture of articles of original design of Averna and made by Supplier in accordance
with specifications and drawings which are furnished herewith by Averna. Supplier agrees
to grant and hereby grants to Averna a royalty-free, non-exclusive, and irrevocable license
to reproduce, translate, publish, use and dispose of, and to authorize others so to do, any
copyrighted or copyrightable material incorporated in or supplied or intended to be
supplied as a supplement with the Goods and/or Services ordered. Supplier further agrees
to grant and hereby grants to Averna a worldwide, royalty-free, non-exclusive, and
irrevocable license to make, have made, use and sell, any improvement in the Goods
and/or Services made or introduced by Averna in its work.

Personal Data Protection. To the extent Supplier processes Personal Data on behalf of
Averna in connection with the supply of Goods and/or Services, the parties shall enter into
a data processing agreement (“DPA”) or Standard Contractual Clauses (“SCCs”) in
accordance with applicable data protection laws, including, where applicable, the General
Data Protection Regulation. Supplier shall not process Personal Data except on
documented instructions from Averna, unless otherwise required by applicable law.
Supplier shall implement and maintain appropriate technical and organizational measures
to protect Personal Data against accidental or unlawful destruction, loss, alteration,

Page 5 of 12



unauthorized disclosure of, or access to Personal Data, and shall ensure that access to
Personal Data is limited to personnel with a need to know and subject to appropriate
confidentiality obligations. Supplier shall comply at all times with the personal data
protection requirements and standards set out in Appendix B, as may be updated from
time to time. Compliance with such requirements constitutes a material obligation under
this Agreement, whether or not a separate DPA has been executed. For the purposes of
this Agreement, “Personal Data” shall have the meanings assigned to it in Appendix B.

15. Compliance with Laws and Guidelines.

a. Supplier shall comply with all Applicable Laws, including all applicable laws,
regulations, and internationally recognized standards relating to human rights, forced
labour, child labour, modern slavery, human trafficking, discrimination, harassment,
occupational health and safety, wages and working conditions, freedom of
association, environmental protection, anti-corruption, and ethical business practices.
Supplier shall maintain policies, procedures, and controls reasonably designed to
identify, prevent, mitigate, and address risks of forced labour, child labour, modern
slavery, and human rights violations within its operations and supply chains, and shall
promptly notify Averna of any actual or suspected violation relating thereto in
connection with the Goods and/or Services. Upon reasonable request, Supplier shall
provide Averna with information, certifications, policies, audit results, corrective
action plans, or other documentation reasonably necessary to demonstrate Supplier’s
compliance with this Section. Supplier shall ensure that its employees, subcontractors,
agents, suppliers, and other representatives engaged in connection with the Goods
and/or Services comply with the obligations set forth herein.

b. Supplier agrees to comply with all applicable export and reexport control laws and
regulations. Supplier covenants that it shall not, directly or indirectly, sell, export,
reexport, transfer, divert, or otherwise dispose of any software, source code, or
technology (including products derived from or based on such technology) to any
country (or any individual national thereof) subject to antiterrorism controls,
sanctions or embargo, or to any other person, entity, or destination prohibited by the
laws or regulations of the United States, the European Union, Canada, or the United
Kingdom. Furthermore, Supplier shall not, directly or indirectly, sell, export, reexport,
transfer, supply, or otherwise make available any Goods, Services, software,
technology, or related deliverables provided by Averna to or for use in Russia, Belarus,
or any territory subject to applicable sanctions or export control restrictions, nor to
any person or entity located therein or owned or controlled thereby, in violation of
Applicable Laws. Supplier shall cooperate with Averna regarding any export
classification or related information to satisfy any Applicable Laws.

c. Supplier shall not provide to, or offer any representative, officer, director or employee
of Averna, or any member of such person’s family, any favors, gifts, gratuities or
favorable treatment for the purpose of securing a purchase order or any future
business opportunities from Averna.
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16.

17.

18.

19.

20.

d. Supplier agrees to provide, upon request from Averna, all reasonably necessary
documentation to demonstrate compliance with Applicable Laws governing the use of
hazardous substances. Such documentation shall include detailed verification of the
material composition, including the quantity of each substance used, for any Goods
and/or any process involved in the manufacturing, assembly, use, maintenance, or
repair of the Goods.

Modifications and Changes. Averna reserves the right at any time to modify its purchase
orders by making changes in specifications to any Goods and/or Services covered by the
Purchase Order, in which case an equitable adjustment shall be negotiated reasonably and
promptly, and the order shall be modified in writing accordingly. Supplier shall not make
any changes to the Goods and/or Services without the prior written consent of Averna.
Supplier shall promptly notify Averna of any changes to the processes used to produce the
Goods that in any way affect the electrical or mechanical characteristics of the Goods, any
changes to the manufacturing location, or any end-of-life status.

Termination. Averna may, at any time, cancel any undelivered orders in whole or in part or
cancel these Terms and Conditions or the Purchase Order for any reason and without
liability or penalty, upon written notice to Supplier. In the event Averna terminates these
Terms and Conditions or the Purchase Order due to a default, such as a breach of warranty
or any provision of these Terms and Conditions by Supplier, or in the event Supplier
becomes insolvent, files a petition for bankruptcy, or is subject to proceedings related to
bankruptcy, receivership, reorganization, or assignment for the benefit of creditors,
Supplier shall be responsible for any damages incurred by Averna as a result of the default
which gave rise to the termination. Termination of the Terms and Conditions or the
Purchase Order will not prejudice any other rights or remedies under these Terms and
Conditions or the Purchase Order.

Return of Goods and/or Services. For non-customized Goods, Averna may return Goods
which are not delivered on time or surplus to its needs without penalty if returned within
thirty (30) days of the date of receipt. Goods may be returned outside this delay but will be
subject to a reasonable restocking fee as mutually agreed to between the parties, which
shall not exceed fifty percent (15%). All Goods returned in the case of breach of warranty
or these Terms and Conditions will be at Supplier’s expense.

Relationship Between the Parties. Averna and Supplier are independent parties. The
transaction entered into between the parties pursuant to these Terms and Conditions does
not create any partnership, joint venture, or agency between the parties, and nothing in
these Terms and Conditions shall be construed as creating any such relationship.

Most Favored Terms. If Supplier offers more favorable terms or conditions to any other
company for similar Goods and/or Services, Supplier will concurrently extend equal or
better terms and conditions to Averna, and the present Terms and Conditions shall
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21.

22.

23.

24.

25.

26.

27.

automatically be deemed amended to reflect those terms. Any amounts charged in excess
in violation of this provision will be refunded or credited to Averna.

Audit. Averna may inspect, during business hours upon giving a minimum of two (2) days’
notice, any raw materials, manufacturing process, packaging, batching, recording or
transport facilities or motor vehicles used in forming, manufacturing, handling, packaging
or transporting the Goods and/or Services, and may audit Supplier’s records to verify
compliance with these Terms and Conditions.

Waiver. Failure or omission by Averna to enforce or require strict or timely compliance with
any provision of these Terms and Conditions will not affect or impair that provision, or
Averna’s right to avail itself of the remedies it may have in respect of any breach of a
provision, in any way.

Governing Law and Jurisdiction. The United Nations Convention on Contracts for the
International Sale of Goods will not apply to these Terms and Conditions, or any Goods
and/or Services sold under these Terms and Conditions. These Terms and Conditions will
be governed by and construed and enforced under the laws of the state or country where
Averna is registered, without reference to any choice of law rules or principles which would
otherwise dictate application of another state’s or country’s laws. The parties select as the
exclusive forum for any dispute related to these Terms and Conditions, and irrevocably
consent to the exclusive jurisdiction and venue of the courts of the state and country where
the Averna issuing the Purchase Order is registered.

Assignment. Supplier shall not assign, transfer, delegate, or sub-contract any of its rights
or obligations under these Terms and Conditions without the prior written consent of
Averna. No assignment or delegation shall relieve the Supplier of any of its obligations
hereunder.

Force Majeure. Neither party shall be in default if failure to perform any obligation
hereunder is caused solely by a Force Majeure Event. The delayed Party’s time for
performance will be excused for the duration of the Force Majeure Event. Averna may,
however, terminate the Purchase Order if Supplier fails to provide any remedy or solution
for the situation or if the Force Majeure Event lasts longer than thirty (30) days. “Force
Majeure Event” are events that are unforeseeable, unavoidable, outside of the reasonable
control of the parties, and have the effect of rendering performance of contractual
obligations impossible. Supply chain issues will not qualify as a Force Majeure Event.

Severability. If any part of these Terms and Conditions is invalid, illegal, or unenforceable,
the rest of the Terms and Conditions will remain in effect. If the Purchase Order cannot be
completed without the invalid or voided terms, the parties agree to replace them by one
that serves the purpose of the Purchase Order as closely as possible.

Survival. Provisions of these Terms and Conditions which by their nature should apply
beyond termination will remain in force after any termination or expiration of these Terms
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and Conditions unless Averna and Supplier expressly supersede them by written
agreement.
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Appendix A — Definitions of Capitalized Terms

“Applicable Laws” means all provisions of constitutions, laws, statutes, ordinances, rules,
decrees, treaties, regulations, permits, licenses, approvals, interpretations and orders of courts
or governmental authorities (of any level), applicable to (i) Supplier at its location of
manufacture of the goods and/or performance of the services and (ii) the location indicated
for delivery in Averna’s purchase order.

“Confidential Information” means any information provided by Averna to Supplier, including
but not limited to product requirements, specifications, data, pricing, sales methods and
techniques, sales figures, marketing plans, budget and other financial information, employee
details, internal business policies and procedures. Confidential Information shall also include
information belonging to Averna’s customers, such as customer names, contact details,
customer product requirements or specifications, as well as any information generated during
and as a result of these Terms and Conditions or the Purchase Order (including any pricing
arrangements, rebate deals, settlement discounts, terms of payment, other terms of trade,
joint marketing plans and artwork, design and specifications for any goods and/or services
manufactured specifically at Averna’s request), or is otherwise reasonably identifiable as
confidential or proprietary information. Confidential Information does not include information
or knowledge which is already publicly known, or which subsequently becomes generally
publicly known other than as a direct or indirect result of a breach of these Terms and
Conditions by the Supplier.

“Goods” means, whether off the shelf or custom, all materials, components, parts, products,
machines, tooling, equipment, test equipment, technical data, software, computer software,
computer software documentation, and other tangible items or documentary information
furnished or required to be furnished by Supplier under a Purchase Order.

“Purchase Order” means the purchase order between Averna and Supplier for the purchase
and sale of Goods and/or Services, to which these Terms and Conditions are attached or are
incorporated by reference.

“Services” means all technical assistance, support, maintenance, consultation, and other effort
furnished or required to be furnished by Supplier under a Purchase Order.

“Supplier” means the party indicated in the Purchase Order that is contracting with Averna for
the purchase and sale of Goods and/or Services.
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Appendix B — Personal Data Protection Engagement

Averna Technologies Inc., together with its affiliates and subsidiaries (collectively, “Averna”) is
committed to the protection of personal data in compliance with the applicable legislative acts
including, but not limited to, Canada’s Personal Information Protection Electronic Documents
Act (PIPEDA), Europe’s General Data Protection Regulation (GDPR), the California Consumer
Privacy Act (CCPA), and Québec’s Act respecting the protection of personal information in the
private sector as amended by Law 25, An Act to modernize legislative provisions as regards the
protection of personal information.

This Personal Data Protection Engagement (this “Engagement”) applies to subcontractors,
suppliers, third-party service providers, vendors, as well as their employees and subcontractors
(collectively, “Suppliers”) who conduct business with Averna and who collect, use, access,
disclose or otherwise process personal data received from Averna (as data processors). This
Engagement sets out expectations and minimum requirements for how Suppliers shall treat
personal data received from Averna in the course of a commercial agreement concluded with
Averna. This Engagement does not replace, but supplements, the obligations set out in such
commercial agreement. In this Engagement, “personal data” refers to any information about
an identified or identifiable individual and excludes anonymous or de-identified data that is not
associated with a particular individual.

Conduct Requirements

Suppliers are responsible for ensuring that the entirety of its personnel and subcontractors
involved in the collection, use, disclosure, and retention of personal data received from Averna
is made aware of this Engagement and is bound by the necessary contractual agreements to
achieve compliance with the provisions contained therein.

Suppliers shall further assist Averna in the compliance with its legislative obligations as they
pertain to data security, data breach notification requirements, and data protection impact
assessments, as well as with the handling of requests from data subjects concerning the
processing of their personal data. Failure to comply with this Engagement may adversely
impact Averna. Failure to comply with this Engagement or to timely report a breach thereof
will impact the Supplier’s ability to continue business with Averna and may lead to termination
of the supplier relationship.

Data Processing Principles
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Suppliers shall only process personal data received from Averna in accordance with
documented instructions provided by Averna, including with regard to cross-border and
international transfers of personal data. Suppliers shall ensure that collection, use, disclosure,
and retention of personal data is limited to the purpose identified in the commercial agreement
between the Supplier and Averna. Suppliers are expected to obtain the appropriate consents
to use and disclose the personal data as required by such identified purpose.

Suppliers shall limit access to the personal data received from Averna to the personnel involved
in the processing of the personal data on a “need to know” basis. Additionally, Suppliers shall
not use the services of sub-processors without the prior written consent of Averna.

Suppliers shall immediately report personal data breaches to Averna. Where a Supplier is made
aware of inaccuracies or irregularities in the personal data received from Averna, it shall notify
Averna without undue delay and assist Averna in the completion of the necessary rectifications.

Suppliers shall at all times maintain the appropriate technical and organizational measures to
ensure data integrity and protection, in particular from accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of, or access to personal data transmitted, stored or
otherwise processed for Averna. Such technical and organizational measures shall include
comprehensive data privacy programs and policies, readily available documentation to
demonstrate compliance, and privacy impact assessments as required.

At a minimum, Suppliers shall maintain and ensure the following safeguards: the
pseudonymization and encryption of personal data; the guarantee of ongoing confidentiality,
integrity, availability and resilience of processing systems and services; the ability to restore
the availability and access to personal data in a timely manner in the event of a physical or
technical incident; and, a process for regularly testing, assessing and evaluating the
effectiveness of technical and organizational measures for ensuring the security of the
processing.

Averna may audit the Supplier’s compliance with this Engagement, in which case Suppliers shall
make available to Averna all the information necessary to demonstrate compliance, and allow
for and contribute to audits, including inspections conducted by Averna or a third-party
mandated by Averna.

Upon termination of the commercial agreement concluded with Averna, Suppliers shall ensure
that all personal data belonging to Averna be either returned or destroyed, as indicated by
Averna at the time of contract termination.
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